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How to type check a 
program that is 

almost well-typed?
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Type system:
dependent re!nement types

In this talk

Example property of interest:
safety of re"ective method calls
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object stored in obj
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Run time error if obj does not respond 
to sel — i.e., method does not exist
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class Callback
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var obj : Obj         

def call()
this.obj.[this.sel]()
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re!nement type expressing required relationship

| r2 sel
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Shorthand for
obj :: {⌫ : Obj | ⌫ r2 sel}
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Guarantees no MethodNotFound 
error in call()
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| indexedBy idx
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class Iterator
var idx : Int 
var buf : Obj[]

def get(): Obj
return this.buf[this.idx]

Similar relationship for array bounds safety

| indexedBy idx

idx must be a valid 
index into  buf
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These kinds of relationships are 
important to many safety properties
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class Callback
var sel : Str
var obj : Obj | r2 sel        

def update(s : Str, o : Obj | r2 s)
this.sel = s
this.obj = o

def call()
this.obj.[this.sel]()

 o guaranteed to 
respond to  s

Type error: old obj may 
not respond to new sel

False alarm: no runtime error

Field type says:  obj must 
always respond to sel

Updating relationship causes type error
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| r2 s

class Callback
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| r2 s

class Callback
var sel : Str
var obj : Obj         

def update(s : Str, o : Obj       )
this.sel = s
this.obj = o

def call()
this.obj.[this.sel]()

Two styles of reasoning to determine false alarm

Reasoning by global 
invariant: call safe if 
relationship holds

Relationship violated

Relationship restored

| r2 selReasoning about effects  of 
imperative updates

8



Idea: Selectively 
alternate between 
reasoning styles in 

veri"cation
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Flow-Insensitive 
Type Systems

� ` · · ·

Abstract Interpretation/
Flow Analysis

�(·) = · · ·

Fissile Type Analysis combines two styles of 
reasoning
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Veri"cation of almost-everywhere invariants with 
intertwined type and !ow analysis

symbolic !ow analysis

types violated

type analysis

type analysis

types restored
type analysis

symbolic !ow analysis

types violated

types restored

Effective when global 
type invariant holds 

most of the time

11

• Relationship updates

• Occurrence typing

• Tagged unions
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in and out of the region that is not 
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Safely summarize storage that is not immediately 
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so helps manage alias explosion
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Key Contributions
1 Translate type invariant into 

symbolic state via “symbolization” 
of type environment

type analysis

symbolic !ow
analysis

type analysis

2 Leverage heap type invariant
during symbolic analysis via
type-consistent materialization 
and summarization

2
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Fissile Type Analysis is sound
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Theorem (Soundness of Handoff). 
The entire state is type-consistent iff all locations are not immediately 
type-inconsistent.

Fissile Type Analysis is sound
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Theorem (Soundness of Handoff). 
The entire state is type-consistent iff all locations are not immediately 
type-inconsistent.

Theorem (Soundness of Materialization/Summarization). 
Storage that is not immediately type-inconsistent can be safely 
materialized and summarized into okheap.
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Precision: What is improvement over "ow-
insensitive checking alone?

Cost: What is the cost of analysis in running 
time?

Evaluation

24

Analysis mechanics: How often is symbolic 
reasoning required?



9 Objective-C benchmarks

Case Study: Re"ection in Objective-C

76 r2 annotations on system libraries

6 libraries and 3 applications

136 annotations on benchmark code

Manual type annotations

1,000 to 176,000 lines of code

Plugin for clang static analyzer in C++

Prototype analysis implementation

25
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Including Skim, 
Adium, and 

OmniGraffle
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Approaches limited to one-at-a-time 
materialization not sufficient
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• Check almost everywhere heap invariants with 
intertwined type and symbolic "ow analysis

• Translate type environment into symbolic 
state with symbolization

• Leverage heap type invariant during symbolic 
analysis via type-consistent materialization 
and summarization

• Approach is very fast and scales to large 
programs 

Summary

29



Fissile Type Analysis yields signi"cant 
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